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Executive Summary
This deliverable presents the Virtual Reality (VR) Toolbox and the Robot Operating System
(ROS) based simulation environment (together with their own corresponding network
models).
As far as the VR Toolbox is concerned, two different applications have been designed and
developed, namely: the onsite application and the offsite application. Actually, the overall
system is in three different parts because, in addition to the two applications, a Digital Twin
server works as trait-d’union between the two applications. The VR Toolbox includes multiple
features and functionalities that can be summarized as follows:
-

-

-

A Mixed Reality (MR) onsite application that can be used to augment perception
and capabilities of onsite operators. While the VR Toolbox specifically refers to the
Manufacturing vertical, the onsite application can be easily deployed in different
contexts to practically implement the Smart Operator concept. Thanks to 5G
connection, the operator can access different types of information contents and
data (including files, images, videos, 3D models, etc.) in a dedicated MR
environment.
An offsite application that includes a VR module and Discrete Event Simulation
(DES) module. The VR module works as a real-time interactive environment in
which an offsite operator can understand what is happening in the real
environment thanks to real-time data coming from the real system and additional
information contents. The DES module includes different parts (a process logic, a
2D animation, a 3D animation, an input section and an output section) and it can
be used to carry-out fast time simulation and what-if analysis. Both the VR and the
DES module have been developed considering the manufacturing vertical as a
case study.
A server that works as back-end for the two clients’ applications. It also provides a
responsive web application to manage (in an easy way) data and information
contents to be provided through the two above-mentioned applications by
means of the 5G-ERA infrastructure.

As far as the ROS based simulation environment is concerned, a Gazebo based simulation
has been developed to emulate the deployment of the robots in different unstructured
environments related to the use cases of the project. Robot and environment models with
detailed physics have been built up for generating dense data to allow the testing and
integration of the software without the actual robotic hardware platform. Testing and
development of 5G-ERA middleware can be carried out on the simulation environments and
then switched to real robots when they are ready. The simulation environments will be
released in 5G-ERA open-source repository to help external users on verifying the project
outcomes. A first version of the simulation has been currently released in 5G-ERA private
source repository to provide an effective simulation tool for DevOps to the 5G-ERA partners.
In parallel, work has been carried out to exploit the possibility of using 5G networks and the
cloud for the deployment of services over the network in robotic automation systems to
facilitate even more the integration process. Automation systems and robotic environments
require a large number of software integrations and configurations that make it very difficult
to replicate and deploy them in a systematic way. Each environment requires a slow
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installation and start-up process, which slows down deployment and the ability to adapt to
change. To make this possible, a Function as a Service (FaaS) system has been created using
containers (Docker) as a system for packaging software functions that can be deployed on
demand and replicated on any device or robot that is part of the network. With the
implementation, orchestrators can install a piece of business logic as “function,” on the
robots without provisioning or maintaining robotic operations. It also helps the robots to be
virtualised as part of enhanced 5G experimental facility.
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1. Virtual
reality
applications

toolbox

for

vertical

With the recent development of information and communications technologies (ICTs) such
as Industrial Internet of Things (IIoT) and Big Data, companies are facing new challenges
within the Industry 4.0 paradigm (Pivoto et al., 2021). In this context, the Digital Twins (DT) of
vertical processes represent one of the main innovations, capable of bringing significant
benefits to real-world systems. If we look at one of the most important verticals, the
manufacturing sector, the DT can in fact provide support in several areas, such as enabling
the concept of Smart Operators, supporting maintenance operations, remote
troubleshooting as well as production planning, monitoring and control (Tao et al., 2019).
However, the real-time alignment between DT and real environments is today one of the
main barriers to its definitive maturity. To this end, the recent advent of 5G network represents
a big opportunity to guarantee adequate Quality of Service (QoS) levels, especially in terms
of latency, reliability and bandwidth. According to Kiesel et al. (2020), 5G can help
companies to improve multiple Key Performance Indicators (KPIs), such as quality of shipped
goods, process precision, use of resources, and overall equipment efficiency (OEE). Basically,
the 5G network supports the integration between manufacturing resources and real-time
decision-making in a world where manufacturing companies are forced to respond quickly
and efficiently to sudden market changes, shorter product lifecycle, mass customization
(Zhang et al., 2020).
It should be noted that DT can be significantly enhanced through integration with Extended
Reality (XR), an umbrella term, which jointly includes Virtual, Augmented, and Mixed Reality
(VR, AR, and MR) (Fast-Berglund et al., 2018). Through the XR, onsite shop floor operators may
be able to perform activities that require a high level of qualification in less time and with
greater accuracy while operators not directly working in the shop floor (e.g., managers,
planners, off-site operators in general) may be completely immersed within the Digital Twin
environments for reasoning, monitoring and controlling activities (as well as using the Digital
Twin environments as Digital Models to carry-out specific simulations). According to
Radkowski et al. (2015), the use of AR minimizes cognitive load, by improving flexibility and
process efficiency. Bottani et al. (2021) have recently demonstrated the benefits of using
mixed-reality solutions for fault diagnosis and assistance in a real manufacturing line. In
general, AR/MR can be successfully used in many different fields such as safety, training,
learning, remote applications.
The current state of the art regarding the use of the 5G network for supporting DT is still in its
infancy. Moreover, even the potential of XR is still partially unexplored and greater effort is
required especially in terms of practical applications. For instance, although multiple studies
have confirmed the benefits related to the use of AR/MR, real implementations are not yet
recurring (de Souza Cordoso et al., 2020). Basically, XR-based systems are still in their early
stages (Uva et al., 2018). The 5G-ERA project and, in particular the results of this deliverable,
are aimed at addressing these issues.
As already described in Deliverable D1.2 the Virtual Reality toolbox for vertical applications
is based on three different parts:

15 of 67

H2020 -101016681

- ERA

D3.1 - VR TOOLBOX, ROS BASED SIMULATION ENVIRONMENT AND THEIR
CORRESPONDING NETWORK MODELS

●

Onsite Application: an application able to provide real-time data and information
to the onsite operator in a Mixed Reality environment. These data and information
come both from the real assets (machine and robot) or from a web-app used by
the offsite operator. Thanks to this information, the onsite operator will be provided
with a better understanding of the real environment therefore enabling a better
coordination and control of both the machines and the robots. Therefore, for the
onsite operator, the “Extended Reality” means Mixed Reality. The onsite operator
will be able to see (at the same time) the real environment and a number of
additional information projected on the wearable device screen (e.g., text,
images, videos, etc.). Furthermore, the onsite operator can use hands gestures to
interact with the Mixed Reality Environment.

●

Offsite Application: a 3D Interactive Virtual Environment representing a Digital Twin
of a process (the use case considered is the manufacturing process, part of WP8).
This Virtual Environment will receive real-time data coming from the real assets
(from the robot, the machine and the operator). These data, as well as the
functionalities provided by the VR environment, allow the user to improve his/her
understanding (as a consequence of the reasoning and learning done within the
Virtual Environment) of the ongoing operations in the real-world system. The
correct understanding of the ongoing operations in the real system allows the user
to monitor, coordinate and control the real system. The Operator uses a wearable
device (specifically a head-mounted display) to join the Virtual Reality part of the
Digital Twin. Therefore, for the offsite operator, the “Extended Reality” means
Virtual Reality. The offsite operator will be able to see a 3D Virtual World
representing the real system (including the machines, the robot, the pieces and all
the other tools used in the workplace). The Digital Twin environment contains an
additional module for fast time simulation that can be used to support decisions
and to carry-out off-line what-if analysis and experimentations.
● A Digital Twin server: the server will be based on the adaptation of a technological
solution already available at CAL-TEK srl (the Knowledge Box). The Knowledge Box
will act as a back-end where several logics and functionalities allow the creation
and storage of knowledge, information and data that will be used (through the
5G-ERA infrastructure) by the offsite application and by the onsite application. To
this end, the Digital Twin server will also include a responsive web-application used
by users to create and manage the knowledge contents (the responsive webapplication, the onsite application and the offsite application are the system frontend).
Therefore, it is important to mention that as part of task 3.1 (to which this deliverable refers),
two of the three methodologies and technologies that are part of the XR concept (namely
VR and MR) have been considered.

1.1 Specification of Requirements for the Virtual
Reality Toolbox
The functional, non-functional and constraint requirements of the offsite and the onsite
application as well as of the DT server are listed and described in the following table.
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Regarding the DT server only the adaption requirements are listed (as mentioned in previous
section, the DT server is based on the adaptation of a proprietary solution of CAL-TEK).
Table 1 – VR Toolbox Requirements

Req.

Name

Description

Module

Type

001

Modules of the
onsite app

The onsite app will be based Onsite app
on a single Mixed Reality
module.

Functional

002

Hardware and
installation for the
onsite app

The onsite app will be Onsite app
installed on a wearable
device.
The
wearable
device will be the Microsoft
HoloLens 2© device. The
Microsoft HoloLens 2 must be
connected
through
the
internet.

Constraint

003

Reception of data
and information for
the onsite app

All data and information Onsite app
provided in Mixed Reality
must be received via the
internet and by using the 5GERA infrastructure

Functional

004

Logics for the
management of
log-in, log-out for
the onsite app

The
onsite
app
must Onsite app
guarantee the "Login", the
"Logout" of users who can
therefore
use
different
devices at the same time.

Functional

005

Information
management in
Mixed Reality

The onsite app must allow Onsite app
the display, in Mixed Reality,
of
multiple
information
contents
according
to
structured logics.

Functional

ID
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006

Type of contents in
Mixed Reality

The onsite app must ensure Onsite app
the logic necessary for the
visualization
of
various
contents that can augment
the information about the
reference environment (the
reference environment is the
environment
where
the
onsite app is being used). In
particular,
the
following
types of files can be
provided in Mixed Reality:
descriptive/numerical,
photos and images, videos,
audios, pdf and spatial
objects (e.g., 3D models).

Functional

007

QR code
functionality

The onsite app must ensure Onsite app
the logic necessary for
reading the QR code and
finding
the
information
related to the QR code
being read.

Functional

008

Visualization of 3D
Models for the
onsite app

The onsite app must ensure Onsite app
the ability to view 3D models
in Mixed Reality.

Functional

009

Concurrent Use for
the onsite app

The onsite app must allow a Onsite app
concurrent use by a number
of
users
geographically
distributed.

Functional

010

Scalability of the
onsite app

The onsite app must be Onsite app
scalable, in the sense that
the addition of new features
must be allowed in a
sufficiently simple manner,
that is, without significant
changes to the source code.

NonFunctional

011

Usability of the
onsite app

The onsite app must be Onsite app
intuitive, immediate and

NonFunctional
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easy to use for the range of
users it is intended for.
012

Modules of the
offsite app

The
offsite
application Offsite app
includes two major modules:
the Interactive Virtual Reality
module and a Fast Time
simulation module

Functional

013

The Virtual Reality
Module

The Virtual Reality module will Offsite app
be a representation of the
real system being considered
according to a Digital Twin
logic
of
a
reference
environment. The reference
environment is given by the
manufacturing use case part
of WP8.

Functional

014

Twinned entities
and their fidelity

Twinned entities will be Offsite app
defined as part of the WP8
case study and their fidelity
will
depend
on
the
information
and
data
provided by other partners
running the entities in the real
environment.

Functional

015

3D Models and
Fidelity

3D models for building the Offsite app
Virtual Reality environment
will be provided by the
partner
running
the
manufacturing case study in
WP8. The fidelity of the 3D
models will depend on the
features
and
realistic
appearance of the provided
3D models.

Functional
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016

Hardware and
installation for the
Virtual Reality
module

The Virtual Reality module will Offsite app
be experienced through a
Head
Mounted
Display
device (specifically an HTC
VIVE©). The Virtual Reality
module will be installed on
Windows based PC with an
HTC
VIVE
compatible
graphic card. The PC must
be
connected
to
the
internet.

Constraint

017

Data and
information
reception - Virtual
Reality module

Two major data categories Offsite app
are expected to be received
by the Virtual Reality module:

Functional

-

-

Data
and
information about
the
twinned
entities that are
received from the
corresponding real
entities.
Data that inserted
by
the
offsite
operator within the
Server
(the
Knowledge Box).

All the data will be received
via the internet and using the
5G-ERA infrastructure.
018

Information
management in
Virtual Reality
module

The Virtual Reality Module Offsite app
must allow the display, by
any means and within the
Head Mounted Display, of
multiple
information
contents.
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019

Type of contents in
the Virtual Reality
module

The onsite app must ensure Offsite app
the logic necessary for the
visualization
of
various
contents that can provide
valuable information about
the reference environment.
In particular, the following
types of contents can be
provided in Virtual Reality
module:
descriptive/numerical Data,
photos, images, videos.

Functional

020

Concurrent Use for
the Virtual Reality
module

The Virtual Reality module Offsite app
needs to be installed on a
specific PC. Installation on
multiple PC geographically
distributed must be possible
and each Virtual Reality
Module will work as a standalone application.

Functional

021

Scalability of the
Virtual Reality
module

The Virtual Reality module Offsite app
must be scalable, in the
sense that the addition of
new features must be
allowed in a sufficiently
simple manner, that is,
without significant changes
to
the
source
code.
Application
to
different
reference scenarios requires
the setting up of new 3D
models and a new virtual
reality environment.

NonFunctional

022

Usability of the
Virtual Reality
module

The Virtual Reality module Offsite app
must be intuitive, immediate
and easy to use for the range
of users that are part of the
considered
reference
scenario.

NonFunctional
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023

Modelling
approach for fast
time simulation

In order to carry out fast time Offsite app
simulation (as part of the
offsite
application
and
considering the TWI case
study in WP8), a discrete
event simulation must be
allowed.

Functional

024

Input Parameters
Section

In order to carry out Offsite app
experimentations during the
fast time simulation (as part
of the offsite application and
considering the TWI case
study in WP8), a parameters
section must be included

Functional

025

Output Section

In order to see the results of Offsite app
the experimentations during
the fast time simulation (as
part of the offsite application
and considering the TWI case
study in WP8), an output
section must be included.

Functional

026

2D Animation

In order to provide more Offsite app
insights about the simulation
results (as part of the offsite
application and considering
the TWI case study in WP8), a
2D animation must be
included.

Functional

027

3D Animation

In order to provide more Offsite app
insights about the simulation
results (as part of the offsite
application and considering
the TWI case study in WP8), a
3D animation must be
included.

Functional

028

API for the onsite
App

The API for exchanging DT Server
information with the onsite
app must be available.

Functional
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029

API for the Virtual
Reality Module of
the Offsite App

The API for exchanging DT Server
information with the Virtual
Reality Module of the Offsite
App must be available.

Functional

1.2 Architecture for the VR Toolbox
An architecture for the VR Toolbox was preliminarily proposed as part of the D1.2. The
architecture proposed in D1.2 depicted the three major parts of the VR Toolbox together
with specific information in terms of data exchanged, type of communication protocol used
(message size, contents, etc.), taking into account the manufacturing use case that is part
of WP8. The software and hardware components view of the VR Toolbox architecture is
provided in Figure 1. The architecture is divided into three different parts:
-

-

-

The Real Context. For the sake of clarity, within the VR Toolbox the real context is
related to the manufacturing vertical, therefore an industrial plant (even if, as
explained later-on throughout this document, the onsite application can be used
also in different types of real contexts). The real context may be equipped with
sensors able to sense real-time streaming of data (e.g., data coming from
machines, robots, operators, etc.). This data can be also enriched by additional
information (usually available in company ERP systems). According to the Industry
4.0 terminology, this part of the architecture may be regarded as the IIoT part.
Therefore, in this project, this part is strictly related to the selected use case (as
already mentioned the use case part of WP8) where exact sensors and data are
selected.
The System Back-End. It is everything behind the VR Toolbox in terms of logics
related to the functionalities provided to the end-user through the offsite and the
onsite application. This includes the Digital Twin Server and related database
where the interaction mechanisms with the Real Context as well as with the onsite
and offsite applications are defined and implemented and where knowledge
contents can be created, managed and stored.
The System Front-End. It includes the onsite application, the offsite application and
the Digital Twin Server web-application (where the latter provides the user with
functionalities to define, in an intuitive way, contents and knowledge to be offered
through the offsite and onsite applications). The System front end is, in turn, divided
in different layers:
o The APIs layer. This layer provides a full set of RESTful APIs that allow the offsite
and the onsite applications to interact with the Digital Twin Server backend.
o The Application layer. This layer includes the technologies (as well as the
programming code) that have been used to develop the onsite and the
offsite applications.
o The Device layer. This layer includes the different devices that can be used
as part of this architecture. It is worth mentioning that for the scope of the
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T3.1 (to which this document refers) the following devices have been used
(they are highlighted with red squares as part of Figure 1):
● Microsoft HoloLens for the onsite application and Head Mounted
Displays, specifically HTC VIVE, for the offsite application;
● PCs, Tablets, Smartphones for the Digital Twin server webapplication (the web-app is based on a responsive template and
it can be used on browsers available on PC, Tablet or
Smartphone).
o The Actors layer. This layer shows the different user types expected for the
Virtual Reality Toolbox:
● the onsite operator is depicted in Figure 1 as a Smart Operator
since its capability is augmented by the onsite application.
● the offsite operators are depicted in Figure 1, as System
Administrator (using the responsive web-application) and
Remote controller (using the offsite application).
It is worth mentioning that this architecture can be easily scaled by adding new applications
(e.g., Android and iOS applications) and new devices (e.g., smartphones and smartwatches)
to provide the onsite operators with additional and functionalities.
As far as the onsite application and the offsite application are concerned, the interaction
with the back-end and with the web-application is guaranteed through the schema
depicted in Figure 2. Both the web-application (named Client in Figure 2), the onsite
application (developed in Unity3D + Microsoft HoloLens®) and the offsite application (the
the VR module developed in Unity3D + HTC Vive) are able to interact with both GET and
POST APIs.

Figure 1 – Virtual Reality Toolbox Architecture (software and hardware components view)
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Figure 2 – Virtual Reality Toolbox: Interaction view between the different modules

1.3 The VR Toolbox Implementation
1.3.1 The responsive web-application
As mentioned above, the DT server is based on an adaptation of the Knowledge Box, a
proprietary solution of CAL-TEK that has been modified in order to work with both the onsite
application and the offsite application. Figure 3 depicts the homepage of the responsive
web application.

Figure 3 – Homepage of the responsive web application
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As shown in Figure 3, the administrator will have the possibility to:
·
·

·

·
·

create entities called main objects (e.g., a main object can be any entity
belonging to a real-world system). Within the manufacturing domain, a main
object may be a machine, a production line, a maintenance strategy, etc.;
create sub-categories of interest. The sub-categories are part of the main object
being considered and are also called sections (e.g., the specific parts of a
machine could be sections of a machine main object; the maintenance
procedures could be sections of the maintenance strategy main object, etc.).
Infinite sections can be created for each main object;
create items of interest. The items are part of the section being considered and
they are also called aggregates (e.g., a component could be an aggregate of a
machine part that is, in turn, a section; an alarm could be an aggregate of
maintenance procedure that is, in turn, a section);
define the languages (e.g., English, Italian, etc.) in which the system must be
available;
organize (insert, modify or delete) the data according to the structure (objects,
sections, aggregates) created and, therefore, populate the platform with different
types of contents.

The DT server back-end structure includes:
·
·
·

·
·

a relational MySQL database;
the Laravel open-source framework (MVC type) for the back-end development;
a specific set of APIs (GET, POST, PUT, PATCH and DELETE) to connect the onsite
application and the offsite application (by using an OAuth 2.0 type login system
that act as a mediator between offsite and onsite app and the Digital Twin server
through token-based authentication);
the open-source Java-based Apache Solr research framework;
HTTP / XML API such as REST and JSON that make it efficient, fast and easy to use
in searching for data.

The procedure for creating contents follows the same principle used for creating and
organizing folders and files on a computer; it is possible to create them anywhere and then
go and place them under the appropriate directories. Obviously, given the complex nature
of file organization, it is convenient to be organized and methodical, starting from macro
categories (main objects) up to populating the lower levels of files (internal aggregates).
The knowledge contents to be placed at each level of the tree structure previously
described are not fixed a-priori; they can be redefined to better fit the manufacturing system
structure and needs. For the purpose of knowledge sharing and interoperability, all the tree
nodes are continuously screened (and can be accessed at any time) by the onsite and
offsite applications.
As previously described, the main objects are the largest macro-category, under which the
"sections" will be positioned and, subsequently, aggregates. Through an "administrator" or
"normal user" access it is possible to create infinite number of main objects, sections and
aggregates. For each main object, section and aggregate the following functionalities and
contents can be easily defined (these contents will be available at any time to the operators
using the onsite and offsite applications):
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·
·
·
·

·

Geo-localization of the object, section or aggregate.
Publishing option: a published object, section or aggregate is visible within the
onsite application and within the offsite application.
Full description of the object, section or aggregate (through multiple text fields that
can be easily customized).
Digitalization functions: to be used for the digitisation of product and production
processes in terms of photos, videos, audios, 3D models and other types of files.
The Digitalization Objects strongly contribute to the information sharing and
interoperability and they are available to the onsite operator using the onsite
application (to augment his/her knowledge).
QR Codes: these will provide functionality related to QR codes scanning (through
the onsite application) to easily retrieve information and data of specific machines
and/or machines parts (where the QR codes are attached).

As part of the main objects, it is also possible to set the reception and visualization of not
persistent data coming directly from the use case (manufacturing system) being considered.
Figure 4 depicts a view of a main object (the Brazing Furnace, part of the WP8 case study,
located at TWI as it is possible to see from the geo-localization of the main object). In the
upper part of Figure 4, it is possible to observe the commands for inserting descriptions, photo,
videos, audios, files, 3D models and QR codes. A similar structure is available for sections and
aggregates (while each single file being loaded as part of the tree structure can be easily
accessed also by using a dedicated file manager).

Figure 4 – Main Object Section view (the Brazing Furnace available at TWI, part of WP8 case study)

1.3.2 The onsite application
The onsite application has been developed according to the requirements previously
defined and by using Microsoft HoloLens® as wearable device.
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As soon as the user starts the onsite application by wearing the Microsoft HoloLens®, it is
required to insert its own login credentials. After logging in, the user can access the starting
menu. It should be noted that, during the real use of the onsite application, the menu
depicted in all the figures of this section (the ones with a black background) are overimposed to the real environment, so that the user can see both the menus (for accessing the
onsite app functionalities) and the real environment (according to a Mixed Reality concept
the black part completely disappears while the blue part has a certain level of
transparency). Figure 5 shows a user wearing the Microsoft HoloLens®, inserting the login
credentials and accessing the starting menu.
The user can easily interact with the menus (and related functionalities) by using a finger to
move the pointer and click on menu commands. By clicking on “Scan QR code” (see Figure
5), the HoloLens camera will be activated and will be able to scan QR codes (previously
generated through the web-application and positioned within the real environment, e.g., a
QR code can be positioned on a specific machine or components to provide a quick access
to all the information available).

Figure 5 – User wearing the Microsoft HoloLens®, inserting the login credentials and accessing the
starting menu

The menu depicted in Figure 5 also allows accessing the Main Objects section, where all the
available main objects (and related contents) are available. Figure 6 shows how to access
the main object “TWI Brazing Furnace” where some preliminary data related to WP8 case
study have been already inserted.
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Figure 6 – Accessing the main object “TWI Brazing Furnace”

As soon as the user accesses the main object, he/she can access immediately all the related
sections, main object description, photos, videos, audios and other type of files including 3D
models. Figure 7 shows an example of main object description (please note that the logos
contours lines in Figure 7 appear to be white, this effect disappear in the real use of the onsite
application because the background is given by the real environment).

Figure 7 – Example of main object description

The Figure 8a depicts an example of photo to be visualized within the onsite application (the
brazing furnace at TWI that has been preliminarily loaded on the web-application) while
Figure 8b depicts an example of a video area (including commands to play, pause, next
and previous) within the onsite application (the video refers to the TWI Brazing Furnace).

29 of 67

H2020 -101016681

- ERA

D3.1 - VR TOOLBOX, ROS BASED SIMULATION ENVIRONMENT AND THEIR
CORRESPONDING NETWORK MODELS

Figure 8 – (a) Example of a photo area within the onsite application (the TWI Brazing Furnace); (b)
Example of a video area (including commands to play, pause, next and previous) within the onsite
application (the TWI Brazing Furnace)

Figure 9a depicts an example of a PDF file visualization within the onsite application
(commands to move the page up and down, zoom in, zoom out and search are available).
Figure 9b shows an example of spatially georeferenced 3D models to provide information to
the onsite operator. Regarding the example presented in Figure 9b, it must be noted that:
-

The example refers to the WP8 manufacturing case study. In this case study parts
are being brazed to each other; before the brazing operation, a braze paste must
be applied.
The green parallelepiped has been inserted in Figure 9b to show the position of the
parts (such parallelepiped can be removed during the use of the onsite
application in the real environment while the arrow shows the position where the
braze paste must be applied).

During the use of the onsite application within the real environment, the arrow (and the
parallelepiped) appears in a specific location (where the parts are located) and they are
over-imposed on the real background (so the black background depicted in Figure 9b is not
visible).

Figure 9 – (a) Example of PDF file visualization within the onsite application; (b) Example of georeferenced 3D models to provide the onsite operator with additional information regarding the
current activity being executed (the example refers to the position of the braze paste over the part)
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1.3.3 The offsite application
As previously mentioned, the offsite application includes two modules:
-

a 3D Interactive VR Environment working as a Digital Twin of a real environment;

-

a fast time DES that can be used to support decisions and to carry-out off-line
what-if analysis and experimentations.

Please note that, while the onsite application can be deployed in any context (therefore it
can be easily used in different verticals, not only the manufacturing one), the modules of the
offsite application are based on virtual and simulated environments that, for their own
definition, are replicas of the real environment being considered. Therefore, they are based
on the manufacturing vertical case study that is part of WP8.
These two modules are described as part of the following subsections.

1.3.3.1 The Interactive Virtual Environment
A VR acting as a Digital Twin can allow the user to explore the environment by offering an
intuitive way to identify issues and make reasoning about strategies to be adopted. By
considering the case study that is part of WP8 (the vertical manufacturing), the 3D VR
visualization makes the production system better understandable for an offsite user. Indeed,
it offers access to an intuitive fruition of knowledge, information and data about the
manufacturing system.
The Interactive VR Environment, part of the offsite application, has been developed by
following three major tasks:
-

creating the 3D environment (Blender©, a free and open-source solution, has
been used as 3D modelling and animation software for this study);
programming of interactions and storyboard (Unity3D© engine has been chosen
for its popularity, versatility and compatibility with most of the available VR Head
Mounted Displays);
connecting the VR environment with the web application part of the Digital Twin
server.

Figure 10 shows two views on the VR environment that has been developed as part of T3.1
(the case study considered is part of the manufacturing vertical).

Figure 10 – Two views on the VR environment (set as part of the WP8 case study)
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While the VR environment is running, the operator can experience the environment through
a Head Mounted Display (specifically the HTC Vive). The left side of Figure 11 depicts the
operator wearing the HTC VIVE display while the right side shows what the operator is
currently seeing.

Figure 11 – The offsite operator wearing a head mounted display (an HTC VIVE) and accessing
information on the Brazing Furnace.

According to Figure 11 (left part), the operator can move and interact with the VR
environment by using two joysticks and he/she is able to move around and to access
information about the entities that are part of the VR environment. Information and data
available in the VR environment can be of two different types:
-

different types of information and data stored by the offsite operator within the
web-application;
information and data received directly from the entities located in the real
environment.

Indeed, both Figure 11 and Figure 12 show examples of information and data in the form of
a text window appearing to the offsite user as part of the VR environment. It must be noted
that communication protocols that host different types of messages have been already setup, nevertheless the messages shown in Figure 11 and Figure 12 have to be considered as
examples while messages contents and data will be decided as part of the WP8 during case
studies implementation.

Figure 12 – Example of information available for the Robot that is part of the Manufacturing
workstation
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1.3.3.2 The Fast Time Simulation Environment
The second module of the offsite application is the distributed and interoperable Fast Time
simulation environment. This module has been developed by using discrete event simulation
(as simulation paradigm) and by means of the Anylogic simulation software.
According to Banks (1998), “Simulation is the imitation of the operation of a real-world
process or system over the time”. This definition is reported in many other simulation
handbooks and references, it clearly states that simulation must recreate a real system. As
already mentioned in previous sections, the case being considered for the offsite application
is the manufacturing vertical, whose case study is carried out as part of WP8.
Without going into the details of the real manufacturing process description (such description
will be reported in the WP8 deliverables), the manufacturing process is in four major parts, as
shown in Figure 13: cleaning of raw materials, preparation of the robot operations and their
execution, brazing furnace operations and quality controls.

Figure 13 – Major parts of the real manufacturing process for which the Discrete Event simulation
model has been developed

The discrete event simulation model is divided in five major parts:
-

the 2D animation and lay-out;
the process logics;
the input section;
the output section;
the 3D animation.

The first thing that was implemented was the 2D layout and animation. In particular, it
represents the map (seen from above) of the manufacturing system layout and it consists of
a series of elements, such as paths, nodes, images and cameras that play a fundamental
role for the correct behavior of the simulation model. The result obtained is represented in
Figure 14.
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Figure 14 – 2D layout and animation of the discrete event simulation model

In the upper part of Figure 14, a navigation bar has been added; it allows the user to quick
move among the various sections of the simulation model. The 2D layout can be divided into
the 4 basic areas, each one corresponding to the macro-processes taken as a reference to
build the simulation model.
The process logic represents the rules followed by the model to run the simulation. A series of
blocks have been connected to each other allowing entities to move within the model.
Entities are of two different types: dynamic entities (parts being worked) and static entities
(resources providing services to dynamic entities; basically, machines, operators and the
robot). Each block (as well as each entity) is characterized by unique properties and
peculiarities with the aim of recreating, as much as possible, the real manufacturing system.
The process logic is then completed by defining ad-hoc variables and parameters (the latter
are used in the input section to carry-out experimentations) as well as java programming
code (that is used where the block properties are not enough to implement a faithful
representation of the real manufacturing system). Figure 15 depicts the process logics of the
discrete event simulation model.
In order to allow the user to exploit the simulation model and carry-out what-if analysis and
experimentations, a specific input section has been developed (see Figure 16). Thanks to the
input section the user may access (even remotely when the simulation model is available
over the cloud) a dedicated GUI in which several factors can be easily set-up (both before
the simulation and, at run-time, during the execution of a simulation). Therefore, within the
input section, the user may decide which types of what-if analysis and experiments to carryout and can set-up all the needed factors accordingly.
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Figure 15 – Process logic of the discrete event simulation model

Figure 16 – Simulation model input section

As part of the input section depicted in Figure 16, the user can change the factors reported
in the following table.
Table 2 - Input Section Factors for the discrete event simulation model

Factors

Default
value (min)

Minimum
value (min)

Maximum
value
(min)

Step

Minimum Cleaning Time

0.30

0.25

0.35

0.05
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Average cleaning time

0.50

0.40

0.55

0.05

Maximum cleaning time

0.75

0.60

0.90

0.05

Minimum INOVO process time

1.50

1.10

1.70

0.05

Average INOVO process time

2.00

1.80

2.35

0.05

Maximum INOVO process time

3.00

2.50

3.50

0.05

Minimum time for checking the 0.50
application of brazing paste

0.40

0.75

0.05

Average time for checking
application of brazing paste

the 1.00

0.80

1.10

0.05

Maximum time for checking the 1.50
application of brazing paste

1.30

1.70

0.05

Minimum Oven Process Time

9.40

9.00

9.90

0.05

Average oven process time

10.00

10.00

10.90

0.05

Maximum oven process time

11.50

11.00

13.00

0.05

Minimum quality control time

2.00

2.00

2.30

0.05

Average quality control time

3.00

2.80

3.20

0.05

Maximum quality control time

4.00

3.80

4.50

0.05

Within the input section it is also possible to set-up some major costs and energy factors that
can be used, later on, to derive some economic KPIs: the energy Costs, the Parts selling price,
the operators costs, the average energy absorption for the furnace and the robot.
It should be noted that:
-

all the values of the factors reported in Table 2 can be easily modified (this can be
done during the execution of the WP8 case study);
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-

the current list of factors can be revised (new factors can be added or some
factors can be deactivated) during WP8 execution to have a better fit with the
case study.

To have the right understanding of what happens during the simulation and in order to
collect results at the end of the simulation, an output section has been implemented in which
a number of KPIs are already included. Among these, there are:
-

number of pieces that are produced;
number of scraps produced during the working cycle;
average parts flow time;
utilization levels of machines and robots;
operators’ utilization levels;
economic KPIs.

The output section is depicted in Figure 17. As for the input section, also KPIs that are part of
the output section can be updated later-on during the WP8 execution.

Figure 17 – Simulation model output section

The last section, implemented as part of the discrete event simulation model, is a 3D
animation. This section allows having a 3D view depicting the evolution of the activities as
the simulated time goes by. A navigation menu was also added to switch among different
cameras that shoot the 3D scene.
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Figure 18 – Simulation model 3D Animation (different points of view according to the available
cameras)
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1.4 Network QoS for the Virtual Reality Toolbox
The following table reports the Quality of Services for the Virtual Reality Toolbox (the table
also includes a short description of the Virtual Reality Toolbox according to what was already
explained in the previous section).
Table 3 – Quality of Services for the VR Toolbox

VR Toolbox for vertical applications
Description:

The Virtual Reality toolbox is based on three different parts:
• Onsite Application: an application able to provide real-time data and
information to the onsite operator in a Mixed Reality environment. These
data and information come both from the real assets part of the vertical
(e.g., machines and robots) or from a web-app used by the offsite operator.
• Offsite Application: a 3D Interactive Virtual Environment representing a
Digital Twin of the process that is part of the manufacturing vertical. This
Virtual Environment will receive both real-time data coming from the real
assets and data and information contents created using a web-app by an
offsite operator. The offsite application also contains a module for fast time
simulation that can be used to support decisions and to carry-out off-line
what-if analysis and experimentations.
• A Digital Twin server: the server allows to create and store knowledge,
information and data that will be used (through the 5G-ERA infrastructure)
by the offsite application and by the onsite application.

CATEGORY

METRIC

UNITS

Expected
Response
Time

msec

N/A

N/A

1000-2000

Delay

msec

N/A

N/A

< 400

Jitter

msec

N/A

N/A

N/A

Data Rate

Mbps

N/A

N/A

> 20

QoS metric
(Timeliness)

QoS metric
(Preciseness)

ROBOT

EDGE
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Required
Bandwidth

Mbps

N/A

N/A

> 20

Loss Rate

rate

N/A

N/A

Zero

Error Rate

rate

N/A

N/A

Zero

-

N/A

N/A

eMBB

CPU (cores) cores

N/A

N/A

4

CPU
(frequency
)

MHz

N/A

N/A

2400

CPU usage

percent

N/A

N/A

50

GPU
(cores)

cores

N/A

N/A

Any

GPU
(frequency
)

MHz

N/A

N/A

Any

GPU
(memory)

MB

N/A

N/A

Any

GPU usage

percent

N/A

N/A

Any

Memory
usage

MB

N/A

N/A

8000

QoS metric
(Accuracy)

Mobile
Network
Setting

Compute
Capabilities

5G Network
Preferred
Slice
Setting
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2. ROS simulation environments for 5G-ERA
This section provides descriptions of the used robot platforms and how they are integrated in
a common simulation, shared among all partners of the consortium. Based on this simulation
environment, the partners are able to reduce the cost of testing and integration of their
respective software into the common 5G-ERA framework and run integration tests in
simulation, based on defined test scenarios and demos. Testing and development of 5G-ERA
middleware can be carried out on the simulation environments and then switched to real
robots when they are ready.
Robot and environment models with detailed physics were built up for generating dense
data to allow the testing and integration of the software without the actual robotic hardware
platform. This provides an effective simulation tool for DevOps. Robot simulation is an essential
tool in every roboticist's toolbox. A well-designed simulator makes it possible to rapidly test
algorithms, design robots, perform regression testing, and train AI systems using realistic
scenarios. Gazebo simulator1 offers the ability to accurately and efficiently simulate
populations of robots in complex indoor and outdoor environments. Gazebo comes with a
robust physics engine, high-quality graphics, and convenient graphical interfaces. We can
evaluate and test the robot in difficult or dangerous scenarios without any harm to the robot.
Most of the times it is faster to run a simulator instead of starting the whole scenario on the
real robot.

2.1 Gazebo based simulations
Gazebo is a 3D simulator, while ROS serves as the interface for the robot. Combining both
results in a powerful robot simulator. With Gazebo we were able to create a 3D scenario on
our computer with robots, obstacles and many other objects. Gazebo also uses a physical
engine for illumination, gravity, inertia, etc.
Two environment models are provided as scenarios. They are fictitious, representing hospital
and small city environments, respectively. Each scenario contains a grid map of the
environment and a configuration of the types and initial locations of the used robots. This
configuration is defined by launch files and includes a list of parametrized robot-specific
launch files, as described above. An example view of the Gazebo simulation is shown in
Figure 19. Each of the scenario environments also provides a Gazebo world definition to
represent the physical environment. Relevant objects, e.g., a collapsed building for PPDR
(Public Protection and Disaster Relief) test case, are added to the world definitions as well
according to the demo scenario.

1

http://gazebosim.org/
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Figure 19 - View of the Gazebo simulation of a small city including the Robotnik Summit XL robot2

The robot models are provided in the URDF (Unified Robotic Description Format) format3 using
Xacro4 for composition of the individual components and for parametrization of the models.
Gazebo plug-ins are referenced where required for simulation of the hardware components.
In general, the same model description files are used for simulation as for the real robots.
Final step for the simulated worlds will be to include them in container images, one for each
simulation environment so as to be able to use them with the virtualised robot through FaaS
framework, which will be described in Section 3.

2.2 PPDR use case simulation
For this first use case, the goal was to provide a simulated Gazebo world as the ground base
on which it will be possible to test and deploy NetApp for 5G enhanced autonomous PPDR
(Public Protection and Disaster Relief) service in unstructured environments. The environment
needs to be able to cope with public safety needs on demand so we have decided to
realize a world composed of a small city including some specific details for disaster relief and
public protection, like the presence of humans and of a collapsed building.

https://robotnik.eu/products/mobile-robots/summit-xl-en-2/
http://wiki.ros.org/urdf
4 http://wiki.ros.org/xacro
2
3
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For the use case, the Summit XL Robot is involved with the goal to be able to perform the
surveillant task taking advantage of the enhanced 5G autonomy via the cloud/edge-based
Simultaneous Localization and Mapping (SLAM) services. The initial version of the simulation
packages for the PPDR use case using the Summit XL robot is currently shared within the
project as a private repository using the 5G-ERA distributed version control system5.

2.2.1 Environment modelling
The public environment for surveillance is a small city in Gazebo world that contains models
and world’s files for Gazebo, which are collected from several public projects6. Figure 20 and
Figure 21 illustrate two Gazebo views of the simulated small city world.

Figure 20 - First view of the Gazebo simulation of a small city

5
6

https://github.com/5G-ERA/summit_xl_sim
https://github.com/chaolmu/gazebo_models_worlds_collection
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Figure 21 - Second view of the Gazebo simulation of a small city

The Gazebo environment includes houses, cars, streets, humans and a collapsed building to
give as much as possible an effective simulation for generating dense data to make the
developments and tests easier for the PPDR use case.
The scenario contains a grid map of the environment to facilitate the navigation of the robot
using AMCL7, the probabilistic localization system for a robot moving in 2D. Figure 22 shows
an image of the environment map generated by the Summit XL robot using the ROS
gmapping tools8.

Figure 22 - Rviz9 view of the grid map generated from the Gazebo simulation of the small city

http://wiki.ros.org/amcl
http://wiki.ros.org/gmapping
9 http://wiki.ros.org/rviz
7
8
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2.2.2 Robot modelling
SUMMIT-XL is a highly versatile Autonomous Mobile Robot (AMR) capable of carrying loads
of up to 65 Kg. The mobile robot can navigate autonomously or be teleoperated by means
of a Pan-Tilt-Zoom camera that transmits video in real time.
The platform allows two types of configurations: with mecanum wheels or with rubber wheels.
The former is recommended for indoor places while the latter are appropriate for outdoor
environments. This makes the robot an agile and highly mobile vehicle.
SUMMIT-XL uses the ROS open architecture.
The launch files of the robot contain all the required arguments to launch a new robot in its
own namespace, adding the model to gazebo, setting the coordinates of its initial pose in
the environment and launching its controllers. The robot has an individual control stack
running, encapsulated in a robot type-specific launch file. A typical launch file includes the
following components in our setup for the Summit XL robot:
●
●
●
●
●

AMCL for localization
move base for navigation
robot state publisher for tf updates
wheels controllers
sensors manager

Figure 23 illustrates the Summit XL robot in the real world and its digital twin.

Figure 23 - Summit XL robot in the real world (on the left) and its digital twin view in rviz (on the right)

Additional extra sensors for the Summit XL will be provided in this use case for generating
more dense data. Two Intel Realsense RGBD cameras were included in the simulated robot,
the D43510 and the T26511 to cope with this goal. Figure 24 shows an image taken by the
plugin of the D435 camera where the RGB information is illustrated. Figure 25 shows the image
taken by the plugin of the T265 where the RGB information of one of its fish-eye lenses is
illustrated.
10
11

https://www.intelrealsense.com/depth-camera-d435/
https://www.intelrealsense.com/tracking-camera-t265/
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Figure 24 - RGB information taken from the Gazebo simulated D435 Intel Realsense camera

Figure 25 - RGB information taken from the Gazebo simulated T265 Intel Realsense fish-eye camera
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2.3 Healthcare use case simulation
For this use case, the goal was to provide a simulated Gazebo world as the ground base on
which it will be possible to test and deploy NetApp for 5G enhanced healthcare robot
service. The environment needs to cope with service creation in the healthcare domain so
we have decided to realize a world composed of a hospital floor including some specific
details for the healthcare domain, like the presence of nurses, patients and specific hospital
instruments.
For the use case, the RB1 BASE Robotnik Robot12 is involved with the goal to be able to
perform the control and transport task in a healthcare environment taking advantage of the
enhanced 5G autonomy via the cloud/edge based SLAM services.
The initial version of the simulation packages for the healthcare logistics use case using the
RB1 BASE robot is currently shared within the project as a private repository using the 5G-ERA
distributed version control system13.

2.3.1 Environment modelling
The hospital environment for transportation is made of a hospital floor in Gazebo world that
contains models and world’s files for Gazebo, which are collected from the public AWS
RoboMaker Hospital World ROS package14. Figure 26 and Figure 27 illustrate two Gazebo
views of the simulated hospital world.

Figure 26 - First view of the Gazebo simulation of a hospital floor

https://robotnik.eu/products/mobile-robots/rb-1-base-en/
https://github.com/5G-ERA/rb1_base_sim
14 https://github.com/aws-robotics/aws-robomaker-hospital-world
12
13
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Figure 27 - Second view of the Gazebo simulation of a hospital floor

The Gazebo environment includes nurses, patients, patient beds, nurses’ stations, curtains
and several typical hospital instruments to give as much as possible an effective simulation
for generating dense data to make the developments and tests easier for the Healthcare
use case.
The scenario contains a grid map of the environment to facilitate the navigation of the robot
using AMCL. Figure 28 shows an image of the environment map generated by the RB1 BASE
robot using the ROS gmapping tools15.

Figure 28 - Grid map generated from the Gazebo simulation of the hospital floor

15

http://wiki.ros.org/gmapping
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2.3.2 Robot modelling
The RB-1 BASE mobile robot is a robot platform designed for indoor applications. The mobile
robot can carry different loads or materials and can integrate other components or platforms
such as a robotic arm or a torso. RB-1 BASE can integrate a wide number of laser range
finders with operation distances from 5 to 30-60 meters. RGBD sensors (Asus Xtion, Kinect One,
etc.) can be mounted on the top of the platform for the detection of obstacles. The standard
configuration integrates the UST-20LX sensor and the Orbbec Astra sensor. As all Robotnik
robots, RB-1 BASE is fully customizable and based on native ROS.
The launch files of the robot contain all the required arguments to launch a new robot in its
own namespace, adding the model to gazebo, setting the coordinates of its initial pose in
the environment and launching its controllers. The robot has an individual control stack
running, encapsulated in a robot type-specific launch file. A typical launch file includes the
following components in our setup for the RB-1 BASE robot:
●
●
●
●
●

AMCL for localization
move base for navigation
robot state publisher for tf updates
wheels controllers
sensors manager

Figure 29 - RB-1 BASE robot in the real world

The launch files of the simulation include the presence of a cart model as shown in Figure 30
so to cope with the transportation services for the healthcare domain.
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Figure 30 - RB-1 BASE robot, its docking station and the cart model in the simulated world

2.4 Transportation use case simulation
For transportation use case, the goal is to provide a simulated Gazebo world based on dense
data collected from a real-world on which it will be possible to test and deploy NetApp for
5G enhanced transportation robot service. The environment for transportation simulation
needs to be complex and cover large areas. Delivery, security or even maintenance
transportation robotic platforms are used under diverse conditions. They are deployed even
in an industrial environment, which may consist of industrial buildings, railway crossings, and
rugged road surface.
For the use case, BringAuto’s transportation robot is involved with the goal to be able to
perform the control and transport task in an industrial environment taking advantage of the
enhanced 5G autonomy via the cloud/edge-based services.
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The initial version of the simulation packages for the industrial transportation use case using
BringAuto’s transportation robot is currently shared within the project as a private repository
using the 5G-ERA distributed version control system16.

Figure 31 - Dense data based generated simulation environment imported in Gazebo with a working
robot.

2.4.1 Environment modelling
The industrial environment described above may be challenging to model. We have created
a processing pipeline, which allows us to process the real-world data collected from area
laser scanners and planar or omni-directional cameras in such environments. Data from
these sensors are transformed into coloured point cloud, which is further processed to final
polygonal mesh for Gazebo. Detailed information about the processing pipeline is part of
deliverable “D3.2 - Event bus, dense learning toolbox and their corresponding network
models” in Section 4.2 - “Dense Data Based Simulation Environment”. Example of the
generated environment can be found in Figure 31.

2.4.2 Robot modelling
BringAuto’s transportation robot is a robot platform designed for outdoor applications (see
Figure 33). The robotic platform may be used in different setups such as industrial delivery
robots, last mile delivery robots, security robots, even area maintenance robots. Important
16

https://github.com/5G-ERA/transportation_sim
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part of this robot is the base robotic platform itself, which integrates all the sensors necessary
for service.
Due to an unavailable 3D model of the platform and lack of details, the digital twin of this
robotic platform is not available at the time of writing this deliverable. To overcome this issue,
we use Clearpath’s Husky robot instead with similar sensor equipment as used on the original
platform. Husky robot inside generated environment and example view from his sensors can
be seen in Figure 32.

Figure 32 - Top: Husky robot in Gazebo world. Bottom: Visualization of robot’s camera and
reconstructed world based on sensors data in RViz.

52 of 67

H2020 -101016681

- ERA

D3.1 - VR TOOLBOX, ROS BASED SIMULATION ENVIRONMENT AND THEIR
CORRESPONDING NETWORK MODELS

Figure 33 - BringAuto - robotic transportation platform. Source: BringAuto’s Instagram
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3. Virtualised robots through FaaS
Automation systems and robotic environments require a large number of software
integrations and configurations that make it very difficult to replicate and deploy them in a
systematic way. Each environment requires a slow installation and start-up process, which
slows down deployment and the ability to adapt to change.
However, there are solutions which are able to clone these environments in order to be able
to deploy them in a scalable way and depending on the requirements of each application.
These methods are commonly known as "virtualisation" and they replicate a specific
environment and can be cloned and deployed in environments that meet the minimum
system requirements. With the advancement of network architectures and the quality of
service in communication systems, they introduced the use of the cloud to deploy
virtualisation functions that replicate a specific environment on any device that is connected
to the same network.
That is why this project exploits the possibility of using 5G networks and the cloud for the
deployment of services over the network in robotic automation systems. To make this
possible, a FaaS system has been created using containers (Docker) as a system for
packaging software functions that can be deployed on demand and replicated on any
device or robot that is part of the network.
In this way, a cloud architecture has been created that takes advantage of the
communication capabilities of the 5G network to deploy logical functions on a fleet of robots
that are part of the system. In this way, a decentralized and scalable solution for the use of
autonomous systems is offered, making use of containers and virtual functions to manage
the services that you want to run on any device on the network.

3.1 Docker Containers as FaaS function
A Docker container image is a lightweight, stand-alone, executable package of software
that includes everything needed to run an application: code, runtime, system tools, system
libraries and settings. The use of containers offers a wide range of possibilities in the
deployment of software environments that replicate the functionalities and configurations
necessary for the operation of an autonomous system or robot. It is for this reason that this
project has chosen to use containers that replicate the software environment necessary to
reproduce a specific logical function on the robotic platform.
A series of Docker images have been created that contain logical functions in order to be
able to deploy them on demand on the network in as many robots as desired and to perform
the function specified by the container. With this methodology, a FaaS (Function as a
Service) service is offered on the robotics platform, creating a scalable and fully
decentralized architecture in automation and robotics solutions.
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Figure 34 - FaaS robotic platform schema using Docker Containers and K8s clusters.

In Figure 34 you can see the architecture used in this development of Virtualised FaaS for
robotics. For the management of the containers, it has been decided to use a cluster of
kubernetes that is hosted at the edge of the endpoint in the same local network where the
robots and devices are located. The cluster is in charge of handling and managing
containers that have been created from the images that we have designed for each logical
function of the project's use case. These images have been stored in a private AWS (Amazon
Web Services) registry, so that the cluster can be replicated and cloned at any other edge
of the network, using the same images throughout the network.
In the example that is described in the diagram, you can see the use of the cluster to deploy
a series of containers that represent a single logical function for the project. In this way, the
end user will be able to create localization and navigation services, as well as SLAM, through
the system's user interface, and deploy these services on any robot that is part of the system.

3.2 Cluster Orchestration for FaaS using Kubernetes
With the use of containers as a virtualisation system of logical functions, it is necessary to
implement an orchestrator that is in charge of deploying the containers in the appropriate
resources (robots) in an asynchronous and automated way. For this, the use of Kubernetes
(k8s) has been implemented as an automation system for the deployment of logical
functions on demand on those resources available on the network.
In this project, a hybrid architecture between cloud and edge has been chosen, so that the
images used for the containers are available in the cloud but the clusters in charge of
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orchestrating the deployment of services on the system are housed at the edge in the same
network connected to the devices or robots.
In this specific case, logical functions have been created for the navigation, localization and
SLAM functions common in robotic solutions. In this scenario, the robots operate on the ROS1
Melodic stack, therefore all the logical functions that display functions on the robot are
based on ROS 1 Melodic images. On the other hand, ROS 2 is used for communication and
monitoring of the robot fleet, through the DDS mechanism and making use of the ROS1
bridge to be able to subscribe to the entire stack of each robot.

Figure 35 - K8s edge cluster schema for FaaS over Robotic Platform

In Figure 35 you can see how this architecture can be deployed on a real robot environment
or a simulation environment that is connected to the edge cluster as an endpoint. In both
cases, the environments must be reachable by the same cluster network to be able to
deploy the logical functions on them.

3.3 Architecture for the FaaS mechanism for robot
deployment and its networking model
In order to create the architecture to virtualise and automate logical functions on the robotic
platform, a hybrid cloud-edge architecture has been chosen. All the docker images required
by the set of logical functions defined for the project are available in the cloud. For this, an
instance of AWS Elastic Container Registry has been created, in which the security and
availability of the images is guaranteed anywhere and at any time. In this way, we guarantee
that the logical functions can be replicated in any cluster of the 5G-ERA network.
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The task of structuring and defining logical functions is carried out in the clusters located at
the edge of each endpoint of the network. These clusters use k8s (kubernetes) to define pods
that we have listed as our basic unit of logical function. In other words, a pod represents a
logical base function of the functionalities offered by the network. The cluster allows the
management and allocation of resources to be able to deploy the software of each logical
function on the robotic platform, either in a real or virtual environment.
In addition to the management and coordination of logical functions on the robotic
platform, the use of the cluster automates the scaling of the network, so that resources can
be added by increasing the size of the robot fleet and they will automatically be used as
nodes for deploying the logic functions on the robots. This gives greater versatility and
automation to the robotic fleet management process.
For a better understanding of the architecture, we analyzed the flow of information when
launching a SLAM function on the robotic platform. From the user interface, you choose to
display the SLAM task for a robot from the Robotnik robotic platform. This request becomes
a pre-defined logical function in the network architecture, so that the content of this request
is virtualised to guarantee the network requirements associated with this logical function.
When this logical function reaches the edge node where the Robotnik robot is located (in
this example), the cluster is in charge of deploying the pod corresponding to the SLAM logical
function on this robot.
In Figure 36 you can see the scheme that represents the FaaS architecture established for
this project. In it you can see the previously named components and the relationships
between them. The multi-cluster communication component should be highlighted, since in
this architecture the use of ROS2-FastDDS has been considered, as explained in Section 3.4.2,
to communicate different clusters that are physically on the same local network or not.

Figure 36 - Architecture for the FaaS mechanism for robot deployment and its networking model
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3.4 Containers implementation and testing
In order to be able to test and verify the operation of the logical functions as well as the
containers that make up these functions, the simulation environments of Section 2.1 have
been used. The use of these simulations has allowed us to verify the correct operation of
each image hosted in the cloud, and to test its correct operation. This procedure allowed us
to individually verify that all the images created for the FaaS logic functions work correctly.
The procedure that has been followed to validate and verify the operation of the containers
and images that make up the logical functions is as follows:
1. To launch Robotnik’s simulation (which is available in the 5G-ERA repository), it is
recommended to follow the instructions to launch the simulations correctly. When
launching the simulation, you must take into account, which services you want to
launch (localization, navigation) natively with the simulation. In this way we can
deactivate services such as localization and navigation and use containers to launch
those services on the simulation and validate the operation of the container and its
images.
2. A docker-compose is created with which the logical function to be deployed on the
simulation. In this case the following functions have been tested:
a. Localization and Navigation Stack
b. SLAM
3. In the creation of the docker-compose, the images created for each service that
have previously been uploaded to the AWS cloud registry are used.
4. In the docker-compose you must make sure that the network configuration is
appropriate to be able to communicate with the local master that raises the
simulation.
5. Finally, the simulation is launched first with the navigation and localization services
disabled (in the case of testing the logical navigation and localization functions). Then
the docker-compose is launched that raises the logical navigation and localization
functions, so that it can be seen how the simulation once again has a 2D map
(map_server) and it can be correctly localized (amcl) to perform navigation.
In addition to the navigation and localization images, images have been created for the
ROS1 bridge services in order to be able to subscribe to the topics of the robots that are in
ROS1 from the ROS2 stack. Images have also been created for SLAM services. To test all these
images, the same procedure as explained above has been followed, but modifying the
docker-compose according to what is necessary in each logical function, so that you can
use the local simulation environment.
The foregoing represents the process carried out to validate, test and verify the correct
operation and definition of the images that will later be used to create the logical functions
in the edge clusters. Section 3.4.1 explains the operation of the FaaS navigation, localization
and SLAM logic functions.
On the other hand, this process only represents the workflow for the validation of the images
and not the development of the FaaS architecture with the use of the cluster for the
management of the logical functions, therefore it represents the previous step to the
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definition of the cluster, mentioned in section 3.3. The workflow corresponding to the use of
the cluster at the edge to deploy the logical functions is based on the following procedure:
●

●
●

All the pods that represent the logical functions that can be deployed on the robots
of the network are raised in the cluster. These pods are made up of one or set of
containers created by the previously designed images and validations in the previous
steps.
It is checked that all the cluster nodes are operational and reach the robots or devices
on which the logical functions are to be deployed.
Finally, the logical functions are launched on the robots of the edge to which the
cluster belongs and it is verified that the logical functions are actually being deployed.

In the following sections we define in detail the workflow through the implementation of FaaS
for localization and navigation functions on a robotic platform stack based on ROS 1.

3.4.1 ROS1 Robot deployment through FaaS
In this section we define the workflow implemented in the 5G-ERA architecture to deploy
FaaS on the robotic platform and endpoints. In this case, two logical functions implemented
on the robotic platform use case are shown.
On the one hand we have the logical function of the localization and navigation stack. This
logical function contains the containerized software necessary to enable localization (amcl)
and navigation (map_server) on the Robotnik robotic platform stack based on ROS1. That is,
on one side we have the robot or the simulation (as in this case) without a navigation system
or localization and on the other hand we have the localization and navigation stack in
containers to deploy it on the robot master. The objective is to use the logical function
designed in this architecture that contains the software stack with the necessary localization
and navigation system so that the robot can localize itself on the 2D map and navigate in it.
And on the other hand, we have the simulation or real robot with the ROS1 base stack and
with disabled functionalities so that they are deployed through the logical functions found in
the cluster.
It can be seen in Figure 37 that in this case the simulation has been used to emulate the
behaviour on the real robot, so that it can be seen that prior to the deployment of the logical
localization and navigation function, the robot has no form of locating or a mapping on
which to navigate. It can be seen in the diagram that from left to right it goes from having
the simulation of the robot in a state of no-localization and navigation, to displaying the
necessary logical function on it, making use of the cluster and the corresponding containers
so that finally the robot can have the stack required to localize and navigate on the 2D map.
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Figure 37 - Localization and Navigation stack deployment through FaaS

Finally, it can be seen in this example that it has been possible to create a logical function
that through a FaaS mechanism can display the entire localization and navigation stack
(essential in operation) on the robot that could neither localize nor navigate. This example
serves as a reference to validate the usefulness of the architecture, since this FaaS system on
automation and robotics systems represents a great advance in the automated and
scalable deployment of specialized software for a complex system such as fleets of robots.
In this way, it is possible to easily replicate the operation of a fleet in a specific place as in
any other part by means of this network architecture.
In Figure 38 the same test as above has been performed, but this time the logic function
SLAM has been tested. In other words, it has been tested to launch the "Simultaneous
localization and mapping" service using this FaaS architecture.
For this, a simulation has been launched without a navigation and localization stack, and on
the other hand, the logical function of SLAM has been deployed to be able to deploy the
necessary localization and mapping software on the robot, in this case "gmapping". As can
be seen in the diagram, the simulation goes from being unable or moving to being able to
create a new map using the SLAM algorithm.
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Figure 38 - SLAM function deployment through FaaS

In the same way as the case before we have validated an important tool for automating
software deployment for complex environments like robotics. Using FaaS architecture we
can manage and deploy the stack that should be used by the robots, so is a cloud based
decentralized architecture because we can deploy and replicate specific software defined
as a logic function into a fleet of devices, in this case robots. This is a great advantage for
future developments, in order to use upper network layers for function deployment, and use
complex decision-making tools in order to manage and control the operations on a fleet of
robots or any set of devices. Is a replicable, scalable and dynamic architecture for robotic
fleets management systems.

3.4.2 ROS2 bridge and Fast DDS Discovery Server
3.4.2.1 ROS 2 Network Traffic
All ROS 2 communications are performed by using a Distributed Data Service (DDS)
technology. The associated protocol for DDS is Real Time Publish/Subscribe (RTPS). RTPS
discovery traffic uses UDP port 7400 multicast traffic. Unicast discovery is also available for
DDS; however, this feature has not been available for the ROS 2 API.
ROS 2 depends on discovery traffic to find and communicate with other ROS nodes in the
network. The most stable and standard DDS with ROS 2 implementation is: Epromise FASTDDS.
ROS 2 DDS provides a discovery mechanism for ROS 2 nodes to find each other without
requiring the ROS 1 Master. DDS also provides two communications approaches: multicast
and unicast.
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Multicast typically works well on a local network, however not all devices support multicast
traffic. Additionally, ROS 2 does not provide a method for managing ports used by RTPS.

3.4.2.2 Fast DDS Discovery Server
Fast DDS provides the following discovery mechanisms:
●

●

Simple Discovery17: This is the default mechanism. It upholds the RTPS standard for
both PDP and EDP, and therefore provides compatibility with any other DDS and
RTPS implementations.
Discovery Server18: This discovery mechanism uses a centralized discovery
architecture, where a DomainParticipant, referred as Server, acts as a router for
discovery meta traffic.

Two given DomainParticipants will match when they exist in the same DDS Domain. By
default, the announcement messages are sent using well-known multicast addresses and
ports (calculated using the DomainId) DomainID == ROS_DOMAIN_ID should match.
export ROS_DOMAIN_ID = 0
Check ROS environment variables:
printenv | grep -i ROS
As explained elsewhere, the default middleware that ROS 2 uses for communication is DDS.
In DDS, the primary mechanism for having different logical networks share a physical network
is known as the Domain ID. ROS 2 nodes on the same domain can freely discover and send
messages to each other, while ROS 2 nodes on different domains cannot. All ROS 2 nodes
use domain ID 0 by default. To avoid interference between different groups of computers
running ROS 2 on the same network, a different domain ID should be set for each group.
DDS port allocation changes based on ROS_DOMAIN_ID. Check online ROS calculator to get
ports based on ROS_DOMAIN_ID19:
ROS_DOMAIN_ID between 0 – 101 included. For ID=0, port allocation is:

3.4.2.3 Fast DDS Discovery Server Parameters
fastdds discovery -i {0-255} [optional parameters]

Where the parameters are:

https://fast-dds.docs.eprosima.com/en/v2.1.0/fastdds/discovery/simple.html#simple-disc-settings
https://fast-dds.docs.eprosima.com/en/v2.1.0/fastdds/discovery/discovery_server.html#discoveryserver
19 https://docs.ros.org/en/rolling/Concepts/About-Domain-ID.html
17
18
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Option

-i --server-id

Description

Mandatory unique server identifier. Specifies zero based server
position in
ROS_DISCOVERY_SERVER

environment variable.

-h -help

Produce help message.

-l --ip-address

IP address chosen to listen the clients. Defaults to any (0.0.0.0).

-p --port

UDP port chosen to listen the clients. Defaults to ‘11811’.

-b --backup

Creates a server with a backup file associated.

3.4.2.4 Two types of traffic for discovery
Discovery multicast port: 7400 + (250 * ROS_DOMAIN_ID) + 0
Discovery traffic is traffic sent between DDS domain participants (in the case of ROS 2, a node)
to find each other. It is sent out by one participant when it starts and potentially periodically
after that to announce their existence and to find other participants. The ideal way to do this
is by doing a UDP multicast, which sends the message to everyone on the same subnet. DDS
participants listen on the discovery multicast port for broadcasts by other participants so they
know where each other lives. However, because UDP multicast is not always available,
unicast is also possible. In unicast the originating host sends the packet directly to the target
IP.
user multicast: port: 7400 + (250 * ROS_DOMAIN_ID) + 1
User traffic is traffic that is not discovery. In other words, it is the data being sent on your topics,
the service calls being made, etc., as well as internal DDS traffic such as looking for topics to
connect. It can be sent by multicast because this is quite efficient when sending to multiple
destinations (things like switches can handle the packet duplication instead of the originating
host having to send out multiple packets itself). Like discovery traffic, it can also be sent via
unicast. More information at official website20.

20

https://fast-dds.docs.eprosima.com/en/v2.1.0/fastdds/discovery/discovery.htm
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3.4.2.5 DDS Shared Memory transport
Since Foxy, FastDDS includes a shared memory transport that is active by default, meaning
that if two processes are on the same host, they will choose this transport over the other
alternatives. However, shared memory segments are limited by user permissions, just like files,
and this is intended for security reasons: you don't want a user having access to other user's
data. So right now FastDDS does not support shared memory transport on multi-user
environments.
This implies DDS participants believe they are in the same machine and they try to
communicate using SharedMemory instead of UDP.
HOW TO DISABLE SHARED MEMORY:
Create an XML file with this configuration. Following, configure the FASTDDS environment
variable:
export FASTRTPS_DEFAULT_PROFILES_FILE=<path_to_xml_file>
<?xml version="1.0" encoding="UTF-8" ?>
<profiles xmlns="http://www.eprosima.com/XMLSchemas/fastRTPS_Profiles" >
<transport_descriptors>
<transport_descriptor>
<transport_id>CustomUdpTransport</transport_id>
<type>UDPv4</type>
</transport_descriptor>
</transport_descriptors>
<participant profile_name="participant_profile" is_default_profile="true">
<rtps>
<userTransports>
<transport_id>CustomUdpTransport</transport_id>
</userTransports>
<useBuiltinTransports>false</useBuiltinTransports>
</rtps>
</participant>
</profiles>

ROS 2 DAEMON:
The ROS 2 daemon performs the same tasks that the ROS master node in the ROS Framework
1. However, the ROS 2 Daemon is not needed during the performance of the system. There
is no ROS master as such in ROS 2, and only works as an optimization tool for communication.
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This is a node that listens to discovery protocol traffic and makes a record of which nodes
are alive and where they are. Then, when a new node wants to know where other nodes
are, it can bypass its own DDS discovery process and contact the ROS 2 daemon on a known
port and ask it for the graph information.
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4. Conclusions
In this deliverable, the Virtual Reality Toolbox and the Robot Operating System based
simulation environment were presented and described.
As regards the Virtual Reality Toolbox, the following have been designed and developed: a
Mixed Reality on-site application, useful for increasing the capabilities of on-site operators,
and an off-site application, including a Virtual Reality module and a module of Discrete Event
Simulation. In addition, a Digital Twin Server has been developed, which provides a
responsive web-application to support the two previously mentioned applications by means
of the 5G-ERA infrastructure.
As regards the ROS based simulation environment, a Gazebo based simulation was
developed, with the aim of emulating the deployment of robots in the different environments
connected to the use cases of the 5G-ERA project. At the same time, the possibility of using
5G networks and the cloud for the deployment of services in robotic automation systems was
explored and deepened, in order to facilitate integration processes. In this context, a FaaS
sysyem was created, useful for packaging software functions to be deployed on demant
and replicated on any device or robot belonging to the network.
The outcomes of this deliverable are in line with the objectives set within work package 3 of
the 5G-ERA project, with reference to taks 3.1 and 3.2. The results presented in this document
will be the starting point for the subsequent activities of the project.
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